Windows Vista (en) - ec'uroam

Setup guide to the wireless network eduroam at the University
of Aarhus

eduroam is the free wireless network service for the students and employees at the University of
Aarhus. With eduroam you get access to the Internet at a number of Danish and forein Universities

As soon as you connect to the wireless network you're asked to type in your credentials. They are
then encrypted and sent to your home institution to check weather you are indeed registered as
active user. If the answer is yes, you will be let on to the Internet.

From the moment you have been authenticated via eduroam, your wireless connection will be
encrypted to ensure that nobody can sniff your traffic in the air (between your machine and the
wireless access point). This will be true for as long as you keep the connection alive. If you
authenticate using a webpage, this will not be true. For this reason, and other security related
arguments, the weblogin method is being phased out and should not be trusted.

This setup guide is base on a Danish installation of Windows Vista. We hope that you can compare
the following menus and banners with you own version of Windows, so that you can make the right
setup.

Before you can connect to the network, you need to do some configurations:
1. Download and install an EAP-TTLS client programme.
2. Configuring the wireless network connection at your computer.

Download and install the client programme
Download the SecureW?2 client. (www.eduroam.au.dk/securew2_eap_suite_105.exe)

Filoverfersel - sikkerhedsadvarsel @ Press Kar

Vil du kere eller gemme denne fil ?

i I| Navn: SecureW?2_EAP Suite 105.exe
Filtype: Program, 444 KB
Fra: mit.au.dk

Ker II Gem I E Annuller

I | Selvom filer fra intemettet kan vasre myttige, kan denne filtype vaere
" r potentielt skadelig for din computer. Hvis du ikke har tillid til kilden,
= skal du ikke kere eller gemme denne software. Hvad er risikoen?
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| Press Kar
Internet Explorer - Sikkerhedsadvarsel @

Udgiveren kunne ikke bekraeftes. Er du sikker pa, at du vil kere denne
software?

Mavn: SecureW2_EAF_Suite_105.exe

Udgiver: Ukendt Udgiver m
| |

L o

Korkke |

kare saftware fra udgivere, sam du har tillid til, Hvordan kan jeq afasre, hvilke
= softwareprogrammer jeq skal kere?

|@ Filen har ikke en gyldig digital signatur, som bekrazfter udagiveren. Du ber kun
b,
.
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The installation will now start.

©* SecureW2 EAP Suite 1.0.5 for Windows Setup (o = == Press Next

Welcome to the SecureW? EAP
~—— Suite 1.0.5 for Windows Setup

C—
S e C u re W2 This wizard will guide you through the installation of

SecureW 2 EAP Suite 1.0.5 for Windows.

It iz recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue.

[~ Mextz | [ Cancel
¥ SecureéW2 EAP Suite 1.0.5 for Windows Setup [= | = || Press!|Agree
License Agreement (—)
Flease review the license terms before installing Secure'W 2 EAP Suite 1.0.5 for =
Windows.
Press Page Down to see the rest of the agreement.
| Secure\2 Eap Suite, Copyright {C) Securei2 -

This program is free software; vou can redistribute it and for modify |
it under the terms of the GMU General Public License as published by |
the Free Software Foundation; either version 2 of the License, or |
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT AMY WARRAMNTY; without even the implied warranty of
MERCHAMTABILITY or FITMESS FOR. A PARTICULAR PURPOSE.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install SecureW 2 EAP Suite 1.0.5 for Windows.

< Back 1 Agree ] [ Cancel

Setup guide, eduroam, english, Windows Vista
Datakontoret (RR)
1. juli 2008



Windows Vista (en) - ec'uroam

<% Secure2 EAP Suite 1.0.5 for Windows Setup

Choose Components
Choose which features of Secure\W2 EAP Suite 1.0.5 for Windows you want to install.

Check the components you want to install and uncheck the components you don't want to
install, Click Install to start the installation.

Description

Select components to instgll:

[Jemc o0

Space reguired; 2, 3MB

< Back ” Inztall Cancel

J

(=15 =

_‘_‘__::J

The space TTLS 4.0.0 shall be
marked.
Press Install

=er

Completing the SecureW2 EAP
Suite 1.0.5 for Windows Setup

©* SecureW2 EAP Suite 1.0.5 for Windows Setup

&

SecureW?2

Your computer must be restarted in order to complete the
installation of SecureW 2 EAP Suite 1.0.5 for Windows, Do
you want to reboot now?

(9 T want to manually reboot later

i

Press Finish

The computer will reboot, and the installation of the SecureW?2 cl

ient is ended.
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Configuring the wireless network-connection at your computer

The Configurations takes place in the following menu.
Start — Kontrolpanel — Netveerks- og delingscenter — Administration af trddlose netveerk

(== == | Press Tilfgjtoadda
QQ ‘dﬂj] » Kontrolpanel » Administration af tradlese netvaerk - ‘ 4f| ‘ Sag ol | netWOrk tO yOUI’ Computer

Administrer tradlgse netvaerk, der bruger (Tradlgs netveerksforbindelse)

Windows forseger at oprette forbindelse til disse netvaerk | den raskkefalge, der er anfart nedenfor. Trask et netvasrk op eller ned pa listen
for at a=ndre razkkefalgen. Du kan ogsa tilfeje eller fierne netvasrksprofiler.

Tilfaj ) Egenckaber for netvaerkskort Profiltyper =+ Netvaerks- og delingscenter @
d] g r typ i 9 g

0 elementer

nﬂtl[

o= = Press Opret en

netveerksprofil manuelt
o) 1" Opret forbindelse til et tradlest netvaerk manuelt

Hvordan vil du tilfaje et netvaerk?

gk Tilfaj et netveerk, der er inden for denne computers reekkevidde |
. Dette viser dig en liste over tilgaengelige netvaerk og lader dig oprette forbindelse til |
et af dem. Mar du har oprettet forbindelse, vil en profil for netvaerket blive gemt pa
din.computer,

IS¢ Opret en netvaerksprofil manuelt

D opretter en ny netvaerksprofil eller finder et eksisterende netvazrk og gemmer
ofil for netvaerket pa din computer. Du skal kende netvaerkets navn (S5I0) og
cdsnggle, hvis den findes.

= Opret et ad hoc-netvaerk
& Dette opretter et midlertidigt netvaerk til deling af filer eller en internetforbindelse

Annuller
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(o] ® =S
@ o' Opret forbindelse til et tradlest netvasrk manuelt
Indtast oplysninger for det tradlase netvaerk, du vil tilfaje
Metvasrksnavn: eduroam
Sikkerhedstype: [WPA-Enterprise V]
Krypteringstype: [TKIP v]
Sikkerhedsnegle/adgangsudtryk: Vis tegn

Start denne forbindelse automatisk

|:|Qpretforbinc|e|5er selvom netvaerket ikke anvender broadcasting

Advarsel! Hvis du vaelger denne indstilling, vil oplysninger om din computer

muligvis blive tilgaengelige for andre,

: . Maeste

] ’ Annuller

) o' Opret ferbindelse til et tradlest netvasrk manuelt

eduroam blev tilfgjet

< Qpret forbindelse til...

Abn dialogboksen "Opret forbindelse til et netvaerk”, s3 jeg kan oprette

= _Skift forbindelsesindstillingerne

forbindelsesegenskaberne, 53 jeg kan andre indstillingerne.

Luk

Write eduroam (small

letters) in the space
Netverksnavn.

Set Sikkerhedstype to
WPA-Enterprise and
Krypteringstype to
TKIP.

Press Neeste.

Press Skift
Forbindelsesindstillinge
rne
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eduroam - egenskaber for tradlest netvasrk

= 1 Choose the banner Sikkerhed.
Set Godkendelsesmetode to
SecureW?2 EAP-TTLS and press

Skker®stype:  |WPA-Enterprise -

Krypteringstype: | TP -

Veelg en godkendelsesmetode for netvaerket:
| Securew2 EAP-TTLS = [ndstilinger...

Gem brugeroplysninger for efterfelgende tilslutninger il
dette netveerk | cachelageret

Indstillinger.

oK ” Annuller ]

SecureW2 Configuration ==

“:.-f/
SecureW?2

4.0.0 (15)
Profie

Profile: I DEFALILT LI

Mew | Configure | Delete |

QK I Cancel

Press New to configurate a new EduRoam
profil.
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SecureW2 Mew Profile

~—

Es

SecureW?2

Profie: |eduroam

QK Cancel

edurcam

~—

SecureW2

Connection | Certificates | Authentication | User account |

[ Lse alternate outer identity:
{+
i

Enable session resumption {guick connect) [

Advanced Ok | Cancel

Write eduroam in the space Profile ID.
Press OK.

Choose the banner Connection.
The space Use alternate outer identity should
be unmarked.
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edurocam

N

SecureW2

Choose the banner Certificates.
The space Verify server certificate should be
unmarked.

Es

Connection Certifica Authentication | User account |

[ Werify server certificate:

= |
Advanced QK | Cancel |
eduroam @ Choose the banner Authentication.

Set Select Authentication Method to PAP.

Connection | Certificates  Authentication |Llser account |

Select Authentication Method: | PAP

=
=
T

=
ﬁcu re\W2

Advanced Cancel
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Es

edurocam

N

Sew

Connecton | Certificates | Authentication User account |

Prompt user for credentials [v

Advanced QK Cancel |

SecureW2 Configuration

“:.-f/
SecureW?2

. 4,0.0 (15)
Profie

Profile:

eduroam -

Configure |

Choose the banner User account.
Mark the space Prompt for user credentials.
Press OK.

Press OK to use your new EduRoam profil.
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eduroam - egenskaber for tradlest netvasrk @ Press OK.

Sikkerhed

Sikkerhedstype: |WPA-Enterprise -

Krypteringstype:  [Tkap v

Veelg en godkendelsesmetode for netveerket:
[Semrewz EAP-TTLS "] |i1r1dsti||inger. . |

B Gem brugeroplysninger for efterfalgende tilslutninger til
dette netveerk i cachelageret

m OK H Annuller ]

o) o' Opret forbindelse til et tradlest netvasrk manuelt

(= | = = | PressLuktoendthe
configuration.

eduroam blev tilfgjet

= Qpret forbindelse til...

Abn dialogboksen "Opret forbindelse til et netvasrk”, 3 jeg kan oprette
Farhindalea

= skift forbindelsesindstillingerne

Abn forbindelsesegenskaberne, sd jeg kan &ndre indstillingerne.

Luk

Your computer is now configurated to use the eduroam network when you are trying to reach a
wireless network at the University of Aarhus or another institution which are a member of the

eduroam.
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How to connect to the network

You should be able to connect to the wireless network when the above procedure is ended. You
shall do the following things to connect to the network.

Ak Du skal angive yderligere oplysninger for at oprette forbindels *
= Klik for at angive yderligere oplysninger og oprette forbindelse l

3OO LR WL M 1346

This notification will emerge, and
then you should press it.

o

SecureW2 Credentials b

“:.--/
SecureW?2

Please enter your credentials:

Username: I | ‘-H-'\""'-»_
~
ord: b
Password: J e

Ciomain: I

[~ Save user credentials

0K | Cancel

Insert your username (eduroam id) and

password in this window

Username/Password

Students

Username (eduroam id):  studentnumber @ post.au.dk
Password: Your password from self-service
Staff

Username (eduroam id):  Your email address at AU.
Password: Your password from self-service
Visitors

Please log in using the user name and password that your hosts have given you.

Vistors from other eduroam-institutions

Please log onto eduroam using your user name and password from your own institution.

Contact your own institution for information about its participation in eduroam, and about setting
you up as a user if necessary.

If you encounter any problems when using the wireless network, please contact the IT department
of the faculty at which you are a student, member of staff, or visitor.
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Setup guides to other Operating Systems

You can find more information and setup guides for other operating systems on the website
www.eduroam.au.dk. Similarly you can also find setup guides in Danish and links to downloading
of the SecureW?2 client.

About eduroam

You can read more about the eduroam cooperation on the Danish eduroam website
(www.eduroam.dk) or on the international website (www.eduroam.org).
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