Windows XP (en) - ec'uroam

Setup guide to the wireless network eduroam at the University
of Aarhus

eduroam is the free wireless network service for the students and employees at the University of
Aarhus. With eduroam you get access to the Internet at a number of Danish and forein Universities

As soon as you connect to the wireless network you're asked to type in your credentials. They are
then encrypted and sent to your home institution to check weather you are indeed registered as
active user. If the answer is yes, you will be let on to the Internet.

From the moment you have been authenticated via eduroam, your wireless connection will be
encrypted to ensure that nobody can sniff your traffic in the air (between your machine and the
wireless access point). This will be true for as long as you keep the connection alive. If you
authenticate using a webpage, this will not be true. For this reason, and other security related
arguments, the weblogin method is being phased out and should not be trusted.

This setup guide is base on a Danish installation of Windows XP. We hope that you can compare
the following menus and banners with you own version of Windows, so that you can make the right
setup.

Before you can connect to the network, you need to do some configurations:
1. Download and install an EAP-TTLS client programme.
2. Configuring the wireless network connection at your computer.

Download and install the client programme.
Download the SecureW?2 client. (www.eduroam.au.dk/securew2 312.exe)

Filoverfarsel - sikkerhedsadyarsel x| Press Kar

¥il du kere eller gemme denne fl?

Mavm Securewz 312, exe
Tvpe: Program, 291 KB

Fra: mit.au.dk

K.ar Gem

Selvam filer fra Intermettet kan vaere nottige, kan denne filkype waere
o potentielt skadelig for din computer. Hyis du ikke har tillid gl kilden,

ghkal du ikke kere eller gernme denne software. Hwad er rigikoen?
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Internet Explorer - Sikkerhedsadwarsel

Udgiveren kunne ikke bekraeftes. Er du sikker pd, at du il kere denne
software?

Mavn: SecureWz 312.exe
Udgiver: Ukendt Udgiver

Press Kgr

x|

Denne fil har ikke en gyldig digital signatur, der bekraefter dens udaiver. Du ber
kun kgre software Fra udaivere, du har tllid H, Hyordan kan jeq Fastsld, bvilken

v

software jeq bar kare?

The installation will start. Chose default configuration through the whole installation process.

W SecureW?2 Client 3.1.2 Setup ]

YWelcome to the Securew? Client

e 3.1.2 Setup Wizard

Alfa & Ariss -~ P

T This wizard will quide vou thraugh the installation of
Securew? Client 3.1.2,

It is recommended that vou clase all ather applications
before starting Setup. This will make it possible to update
relevant system Files without having ko reboot your
camputer,

Click Mext to continue.

=100 x|

Press Next

Cancel

W SecureWw? Client 3.1.2 Setup ]

License Agreement
Please review the license terms before installing SecureWz Client 3.1.2,

=100

Press | Agree

Press Page Down ko see the rest of the agreement,

This program is free software; wou can redistribuke it andior rodify
it under the terms of the GHU General Public License as published by
the Free Softbware Foundation; either version 2 of the License, or
{at vour opkion) any later version,

This program is distributed in the hope that it will be useful,
bt WITHOIUT AR WARRANTY; without even the implied warranky of
MERCHAMTABILITY or FITNESS FOR A PARTICULAR PURPOSE,

If vou accepk the kerms of the agreement, click I Agree to conkinue, You musk accept the
agreement to install Secure?'z Client 3.1.2,

Iullsoft Install Suwsten v, 0

| Securewyz, Copyvright (C) AlFa & Ariss -

|
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“ SecureW? Client 3.1.2 Setup i o =] B |

Chooze Components
Chonse which Features of SecureW? Client 3.1.2 vou want to inskall, ﬁ

Check the components wou want toinstall and uncheck the components vou don't wank ko
inskall, Click Install ko start the installation.

~ Description

' e Pasition Yaur mouse
i [ Wovell Gina oyer & campanent ko
- £ Language see jts description,

Select components to install:

Space required; 264, 0KE

Iullsoft Install Swstenm v, 0e

< Back Instal Zancel

1 SecureW? Client 3.1.2 Setup i o ] 3

Completing the SecureW?2 Client

. — = 3.1.2 Setup Wizard

Alfa & Ariss -
Moetwork Security Solutions " L .
' ‘aur compuker musk be restarted in arder ko camplete the

installation of Securew?z Clienk 3.1.2, Do vou want to reboat

now?

™ Twart ta manually reboot later

= Back Finish antel

Press Install

Press Finish

The computer will restart, and the installation of the SecureW?2 client is ended.
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Configuring the wireless network-connection at your computer

The Configurations takes place in the following menu.

Start — Indstillinger — Netvarksforbindelser — Tradles netvarksforbindelse (Right click) — Egenskaber

L Egenskaber for Tradlgs netvearicsiorInREE 2| x] Choose Tradlese netvark and press Tilfgj
Then you’ll add a new network to your
Generelt  Tradiase netvazrk | Avanceret I computer.
v Brug windows t figurere det tridlose netvaerk

— Tilgaengelige netvaetk

Elik pa nedenstiends knap for at oprette forbindelse ellsr
afbryde forbindelzen til et tridlest netvaerk eller far blat at (3
flere oplyshinger om trédlose netvaerk.

Wiz trddlese netvaerk

— Foretrukne netvaerk
Opret automatisk forbindelze bl falgende netvaerk |
nedenstidende rakkefalge:

Flit op

Flut ped

Tilfaj... Ejern Egenzlaber |

Laer om at konfiqurere et hdlast netvaerl,
Axanceret |

k. | Annller
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Egenskaber for tradlest netvaerk 2| x|| Choose Tilknytning.

ilkrtning | Gndkendelsel Fnrbindelsel

reerkznawn [SSID); Iedurnam

~ Tradle: netvaerkznagle

Diette netvaerk kraever en negle il falgende:

Metvaerkzgodkendelze:; IWF".-'l'-. j
Dratakrpptering: TEIP -

M etyeerkenagle I

Belreett netveerkenogle; I

I agleindeks [avanceret]; I'I _I?

¥ | Denne nogle angives automatisk for mig

[ Dette er et netvaerk, hvor computere har direkte forbindelse
tl hinanden. Der bliver ikke brugt kadiese adgangzpunkter

Write eduroam (small letters) in the space
Netvaerksnavn (SSID).

Following settings should be made:
Netvarksgodkendelse should be set to
WPA, and the the space Datakryptering
should be set to TKIP.

ak. Annuller

Egenskaber for tradlost netyaerk 2| x| Choose the banner Godkendelse.
Set EAP-type to SecureW?2 and press

Tilkrgtring Godkendelse | Fnrbindelsel

Weelg demte I fior &t give godiendt retveerksadaarng bl
tradlaze Ethernet ik

¥ sktiver [EEE 802 1x-godkendelse for dette netvasrk

ELP-type:

E genzkaber

v Godkend zom computer, nar computer
tilgazhigelige

[T Godkend zom gaest, nér bruger- eller computeroplysninger ikke
ef tilgaenoelige

Egenskaber.
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e

Alfa & Ariss -

Metwork Security Solutions

i [
-

version 3.1,1
Prafile |Gina |
S OEFALLT =l
Tess | Configure | Delete |
(0]e I Cancel |
SecureWZ New Profile ) x|
Alfa & Ariss W
Metwork Security Solutions —
Profile ID: | eduroam

(8]4 Cancel

Press New to configurate a new EduRoam
profil.

Write eduroam in Profile ID, and then
press OK.
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SecureW?2 Profile: eduroam )

Alfa & Ariss |

Metwork Security Solutions

-
| | |

—

X|

Conneckion ICertiFicates I Bukhentication | User account I

Lse alkernate ouker identity

= lse Anonymous ouker identity

= Specify auter identity:

Enable session resumption (quick connect) [

advanced | 0] I Zancel

SecureYy? Profile: eduroam

x|

Alfa & Ariss - |

Metwork Security Solutions

’
l | |

Connection  Cerbificates | authentication | User an:n:n:luntl

1 Verify server certificate
Tiru b 6

SddiC Femoye T

[= Merify server mame! I

Advanced | 0] 4 Cancel

Choose the banner Connection.
The space Use alternate outer identity
should be unmarked.

Choose the banner Certificates.
The space Verify server certificate should
be unmarked.
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SecureW? Profile: edur oo X| Chose the banner Authenticgtior}.
e Set the space Select Authentication

| | ' Method to PAP.

Alfa & Ariss <

Metwork Security Solutions ™7

Connection | Certificates  Authenkication ILIser a-:n:n:uuntl

Select Authentication Method: I k4P j

EGR Tvpe: I j
Zonfigure |

advanced | 0] I Zancel |

EI Choose the banner User account.
———— Mark the space Prompt for user
| | credentials.

e e N Press OK.
Alfa & Ariss W

MNetwork Security Sculutclns

-

Connection | Certificates I Suthentication  User accounk I

SecureYy? Profile: eduroam

Prompt user For credentials v
lUsermanme: I &
Passimord; I

[Damair I

Use this account to logon computer T

Advanced | 0] 4 Cancel
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x|
UL
Alfa & Ariss |

Mebtwork Security Solutions

version 3.1.1

Praofile | Gina I
Profile: I eduroam j
Mew
“ (04 | Cancel |
Egenskaber for tradlest netvaerk 2| x|

Tillrtriinig I Godkendelze  Forbindelse

Automatizk forbindelze

Mar dette netvaerk reqistreres, kan oz oprette
forbindelze bl det automatisk.

v Opret forbindelze, nar dette tradlose netvasrk e
i naertheden

ak. Annuller

Press OK to make use of your new

EduRoam profil.

Chose the banner Forbindelse.

Mark the space Opret forbindelse, nar dette
tradlese netveerk er 1 naerheden.

Press OK.
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L Egenskaber for Tradles netvaerksforbindels 2] x|| Press OK to end the configuration.

Generelt  Tradlese netvasrk |ﬁ3.vann:eret|

IV Brugwindows til at konfigurere det adlese netwasrk

— Tilgeengelige netvaerk,

Klik p& nedenstiende knap for at oprette forbindelze eller
afbmvde forbindelzen bl et trddiast netvaerk eller far blat at (3
flere oplysnitiger om bddlese netyaerk.

Wiz trddlese netvasrk

— Foretrukne netvaerk
Opret automatizk, forbindelze til falgende netvaerk |
nedenstéende rekkefalge:

4 eduroam [Sutomatizk)

5 [1e] ]

Elut ped

Figmn Egenszkaber |

Lazr om at konfigurere et hadlast netvastk.,
Axanceret |

m k. | Annuller

Your computer is now configurated to use the eduroam network when you are trying to reach a
wireless network at the University of Aarhus or another institution which are a member of the
eduroam.

How to connect to the network

You should be able to connect to the wireless network when the above procedure is ended. You
shall do the following things to connect to the network.

71 Tradlgs netvaerksforbindelse

Klik. her For at markere et certifikat eller andre i
leqitimationsaplysninger om Farbindelsen bl netvarketeduroam

BB 3 P b E T 1

This notification will emerge, and then you
should press it.
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§ e — Q} Insert your username (eduroam id) and password in this
= window

Alfa & Ariss -

Metwork Security Solutions |

Usernamme: \
Passward: |
Darnain: \

[]5ave user credentials

[ ok [ caneel |
Username/Password
Students
Username (eduroam id):  studentnumber @ post.au.dk
Password: Your password from self-service
Staff
Username (eduroam id):  Your email address at AU.
Password: Your password from self-service
Visitors

Please log in using the user name and password that your hosts have given you.

Vistors from other eduroam-institutions

Please log onto eduroam using your user name and password from your own institution.

Contact your own institution for information about its participation in eduroam, and about setting
you up as a user if necessary.

If you encounter any problems when using the wireless network, please contact the IT department
of the faculty at which you are a student, member of staff, or visitor.

Setup guides to other Operating Systems
You can find more information and setup guides for other operating systems on the website

www.eduroam.au.dk. Similarly you can also find setup guides in Danish and links to downloading
of the SecureW?2 client.

About eduroam

You can read more about the eduroam cooperation on the Danish eduroam website
(www.eduroam.dk) or on the international website (www.eduroam.org).
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